Lecture 3B:
Polynomials, Secret Sharing
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Summer 2022
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Announcements!

e Read the Weekly Post

e HW 3 and Vitamin 3 have been released, due Thursday (grace period Fri)

e HW 3 covers last Wednesday, Thursday and Yesterday's lecture.

e In this lecture, we will use small prime numbers as examples but in implementation

we use large prime numbers (256 bits = 10”” or more).
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Finite Fields

Recall, that we talked about mod as a space.

When operating in a mod p where p is prime, we are working in a finite field.
A finite field is just a space of numbers, where we can define addition, subtraction, multiplication and
division for all numbers in that space.

wath 134G
We will call this finite field a “Galois Field,” denoted GF(p)

el P

FCP)
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Keds
Polynomials in GF(p) |

A polynomial in GF(p)

f) =axi+a, x4+ . +ax’+ax+a, (mod p)

m———— )

is specified by coefficients a ...,
f(x) contains point (a, b) if b = f(a)

Polynomials over reals: a, ..., a, € R, use x € R (‘/’F('S)
Polynomials in GF(p) have a, ..., a, € {0, ..., p-1}, use x € {0, ..., p-1} '

3 ! I o
Example: f(x) <D -2x = 953 £ 0™ + (2% O

As = 2. N |
A2 = D 3 c‘—H—a/MS%’ € : I
ay= -z EEOZEY-2 (), 59 N o

(2,%) 7 Y T 1 1 T
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Polynomials in GF(p)

A polynomial in GF(p) - gesjeee— A
f(x)=a dxdér'a X L ax®+ax +a; (mod p)

is specified by coefficients a ...,

f(x) contains point (a, b) if b = f(a)

The degree of a polynomial is the highest exponent in the
polynomial

We say that a is a root (or zero) of a polynomial if f(a) = 0

deret
£ 4
Example: f(x) = 2481 2
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Degree d = at most d roots wibe 20 2

Property 1
A non-zero polynomial of degree d has | | ;
at most d roots FLT a P4, wes? p
0'-6 [ - _ 2 1 1 2
Examples: (s < P13
G =
o= o Pesy = 7 NENEN NN
(]
¢ é @
® o o ] 9

ﬁffeoﬂ—ﬁr,za4ﬁ$.zaQ—ﬁquse—
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d+1 points = unique degree d polynomial

-— —

We say a point is a x, y pair where y = f(x)

Property 2:
Given d+1 pairs: (x,, y,), ..., (X4, ¥4, With all the x, distinct, there is a unique polynomial f(x) of degree

(at most) d such that f(x,) =y, for1<i<d+l
Key A

Ehere is a unique degree d polynomial that goes through a given set of d+1 pointgz

Example: | | (L2) | (,2) |

Hven 3 Pobﬂs — %M &
Pp"/n%co:(

ponts !
E&1_0)
(o ®)

C—‘) 7/> i i -2 i : . -2
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. . . . Sio
Implication of Properties on a Line JPQ ) ity
Suppose we have some linear polynomial (L‘ > V= m 7Y

fx)=ax+a,

Property 1 says that if the line isn’t just f(x) = O (x-axis) then it has at most 1 root.
Property 2 says two points define a line.

How to find a line that goes through a given two points:

Example: (1, 2) and (3, 4)

)= Mo b {ou= e+ |
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Polynomial Equivalence

We state that two polynomials f and g are equivalent if for all x in GF(p), f(x) = g(x)

You can also show two polynomials are equivalent if they have the exact same

coefficients. -(»6-»3; .
Examples in GF(7): I = 2l A 2
fix)=x+1
fHx)=8x+1 €=1( (me2 7))
fox)=x+38 §=z\ ((,uob?)

x)=x"+1
f4) by PLT

L‘- x ’l:’, 70' ®) - |

#qé o)z (
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Polynomials from Points via Interpolation

WelS

Find the degree two polynomial in GF(5) that contains (1, 2); (2, 4); (3, O)

PC"’D = Jr e + Jo o t Uy B3 (%) PCw) Compirss hege  pOVES

o o %<

LGV =
I ¢ 2=

A ey 0em200em3) | 312 )(mm)) = S = ISxtiPa 34 3
a-»>0-3)

(e (2~ 3)
-0 (2-3)

Q,_C"') = = Q@40 3) = Yre®+se +2

. D062y SN — R 2
D50 = G0 (325 © 3 (we-D > 2y = "Gy 44 2 3aTtwt|

poe> = 2 (34+3) F (Ui * (32 2]

= et w iy
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Polynomials from Points via Gaussian Elimination

Find the degree two polynomial in GF(5) that contains (1, 2); (2, 4); (3, 0)
$

flm> = X+ @oe + q,

inpob

1l

I\

2
3

o
't
o
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612_(,')2'(' A (1) &« A / 5

A, (2D t A (D+ A,

a, (3)?

t a(3) +a,

2

—
-

S

-
—

Ay + Ay + dq
Ua, + 24, + O,

A4, + 32, t 4,
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Proving Property 2

Property 2: Given d+1 pairs: (x,, y,), ..., (X, ¥4,,) With all the x, distinct, there is a unique polynomial f(x)
of degree (at most) d such that f(x,) =y, for1<i<d+l

“d+1 points, define a unique degree d polynomial”

1.  We showed the existence of a polynomial via interpolation
2. We need to show uniqueness
ré"v) ~q (%S o
Proof for uniqueness: Wecas  J5 42
Assuwe {‘AP contmdietivn  Tat O’“""’\ Sowe, O+l f"ws

Alaoss 2000,
+we oxlt two kﬁoe,e a. fal-/nbmo,l_s fuat Ccortet T Coe
vl pows ) call then fcm) N A5D) Shee,  p3# 4cx)
PCO-40e +o . Notia feh rc»)-zcx.) R )e'yaz)f)yaomh(
at moeSr . Fye '>C*’)-Zta,):.-o fer = ovl Po"/HS et ral;

Shae . TUWIS > & sorddictoy Sl oy 7(0',&,\4-(7 | ped-9e0
can hae. 3 oS o uadt,
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Long Division

It is possible to divide polynomials. That is dividing p(x) by g(x) results in
p(x) = 4’ (%) 4(x) + 1(x)

Example: p(x) = x>+x>-1 and q(x) = x - 1 7 A 'P(x)
gootiern R~ S QL)

%E 4+ 2% & 2

el W3k 2Tt Qe - | (i'(*&a P Y

'7063- 22 | J "
O t2xZ¢0x—|( > =
~( 23* -2 Q,)
O +2x ~|
-L‘Z.:L~2_ )
|
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Proving Property 1

Property 1: A non-zero polynomial of degree d has at most d roots
We will prove this by proving these two other claims.

Claim 1: If a is a root of a polynomial p(x) with degree d > 1, then p(x) = (x-a)q(x) for a polynomial g(x)
with degree d - 1

Claim 2: A polynomial p(x) of degree d with distinct roots a,, ..., a, can be written as
p(x) = c(x-a,)...(x-a,) where c is just a number.
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Proving Property 1 with Claim 1

Property 1: A non-zero polynomial of degree d has at most d roots
Claim 1: If a is a root of a polynomial p(x) with degree d > 1, then p(x) = (x-a)q(x) for a polynomial g(x)

with degree d - 1
PO = (e 6 L= X " Gx)

T« s a (oot

PC Ny =0 — (a —a/\;bc &)+ Vley
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Proving Property 1 with Claim 2

Property 1: A non-zero polynomial of degree d has at most d roots
Claim 2: A polynomial p(x) of degree d with distinct roots a, ..., a, can be written as

p(x) = i(x—_al)...(af_:ad) where c is just a number. )(:L— 2e + | - (e =\ )( n—()
B‘i Mowetier 6N Jéyﬂ&

1. S‘l—e()..
PCW_) = -1 i("f) ad ‘af Cloven | 7 Lras 27710,& ol -
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Secret Sharing

There is a code that can be used to launch nuclear weapons.
We don’t want this code to be accessed unless k of the total n military generals agree.

How do we solve this?
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Secret Sharing (cont.)

There is a secret code that can be used to launch nuclear weapons.
We don’t want this code to be accessed unless k of the total n military generals agree.

How do we solve this?
1. Construct a degree k-1 polynomial. Call it p(x).
2. Encode the secret code as p(0) = “secret code”
3. Give each general a point that p(x) contains.
a. i.e. General #1 gets (1, p(1)). General #2 gets (2, p(2)). So on...
4.  When any k general agree. They can share their points and they will have k points to

reconstruct a degree k-1 polynomial. Then, they just plug in p(0) to find the secret.
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Example of Secret Sharing

2 g L s /¢
Tarang wants to set up a system that if any 3 of Michael, Jingjia, Nikki, Christine, Jet, Colby or

Korinna agree then the midterm solutions will be released immediately.
Suppose the secret code to the solutions is “6"

What degree polynomial does Tarang need to construct? 2

7 C,«o-\— fAcl.Jc)n'a seceet)

How many points do we need to generate?

(Y = (< (0= v
P Y& 2w + 6 P < LE()
A ichael = b, p)y = O ) 1Fr204€) = Cl/L)

3 v\q,] (q = (2 F""'>\ (2, )
N ke = (3 pt)) (3,0)
Chskle = L1 ped) - (0 2)

\

¢
(‘ (
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Example of Secret Sharing (cont. ) GECD

Suppose Jingjia, Nikki and Christine agree to release the solutions before the midterm. How would

they do it? @) o
Ln) . . )

Ihgie (200) P = 5770 * 602« o570

Charistie (4 2) A - *T2)(%-3

N Rk Ls/o) 1 (q-l>(q\:¢_~)

A= e C\c.-3>

v?(u Dz 2 Y G2y (x-3)
= w20 <A

Pley = € (A
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Counting Polynomials

Assume for all these questions were working in GF(p)
How many unique degree at most k polynomials are there?
How many exactly degree k polynomials are there?

If we wish to find a degree 5 polynomial and we know only 3 points how many options
do we have for the polynomials that currently go through our 3 points?
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